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STRATEGY / VISION AND GOVERNANCE OF OPEN INNOVATION 

FACTORING INNOVATION INTO YOUR INTERNAL CONTROL PROCESSES

Within a company, internal control is designed to prevent any risks associated with its processes. In the case of 

open innovation, controlling risks is especially important as knowledge, skills and intelligence are all shared with 

third parties.

Ensure compliance with 

sometimes inconsistent 

laws and regulations 

originating from 

different sectors or 

even countries.

Guarantee the quality of 

the source information 

available internally to each 

participant, which will 

be used in the context of 

innovation work.

Ensure the provision of 

reliable output data for use 

by the company's decision 

makers, especially researchers 

who’ll use it to self-fuel their 

innovation process.

Protect the IP of 

stakeholders involved, 

especially the common 

IP created as a result of 

open innovation. 

THE CHALLENGE OF: INNOVATION MANAGEMENT 
ESTABLISHING APPROPRIATE AND EFFECTIVE INTERNAL CONTROLS

Ensuring a satisfactory level of 

control is more complex in an open 

innovation environment than a classic, 

closed one. The challenge is setting 

up processes that are wide enough 

to control risks coming from several 

environments but not so restrictive 

that they limit creativity in a context of 

open innovation.

Additional internal control processes must 

therefore be set up within the consortium 

itself. These controls should allow (and even 

encourage) the different participants to 
interact seamlessly.

They must also ensure the protection of 

sensitive information (especially IP), while 

facilitating the dissemination of knowledge, 

which is the added value and raison d'être of 

an open innovation ecosystem.

Managing Risks

BENEFITS FOR THE BUSINESS – this will allow you to:
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USING INTERNAL CONTROLS TO SECURE EXTRA FUNDING

 

A company’s internal 

controls guarantee 

the reliability of the 

information required 

to claim R&D tax relief, 

which in turn reduces 

the risk of a refund demand in the event of 

an HMRC enquiry. For example, one essential 

control process should be to ensure that staff 
cost capture data is derived directly from HR 

data. The documents supporting your R&D 

tax relief claim can also specify which internal 

controls were applied, providing further 

validation to HMRC.

The quality of a company’s internal controls has a major bearing on its relationships 
with potential sources of funding, be they the government or other organisations.

Facilitate the 

compilation of 

information – internal 

control processes make 

it easier to respond to 

investor requests.

Use control milestones 

to track progress and 

ensure key deliverables 

are being achieved on 

time and within budget.

Once internal control 

systems are set 

up, they become 

permanent, creating 

stability.

Have better access to 

finance – once established, 
the control frameworks can 

be applied to the funding 

options prospecting and 

identification phases.

Define a clear and common 
repository of knowledge for use 

by all participants. This is likely to 
include a glossary of terms used 
and explanations, methods for 

calculating hourly rates, rules for 
declaring expenses etc.  

Implement a clear and secure 
document structure, enabling 
the archiving and updating of 
supporting documents (grant 

agreements, specifications, official 
forms etc).

Define clear control stages 
throughout the life of the project, 

respecting the basic rules of 
segregation of duties and validation 

thresholds (review of technical 
deliverables, expenses request 

policies etc).

Set up tools to support decision-
making, ideally linked to accounting 
and analytical data (capacity, project 

timelines, grants and subsidies 
tracking etc).

EXPERT ADVICE

THE CHALLENGE OF: INNOVATION FUNDING
USING INTERNAL CONTROL PROCESSES TO SECURE INNOVATION FINANCE.

Several factors can lead to innovation funding and subsidies either 

being cancelled or having to be refunded. These include not achieving 

the project outcomes for which the aid was granted, deviating from the 

conditions attached to the aid, failing to comply with procedures for 

providing information during the project, or part of the expenditure 

being rejected because it turns out not to be eligible under the initial 

terms of agreement.

If the company can demonstrate strong risk management processes, this 

will minimise any perceived uncertainties related to the project and make 

it easier to obtain project finance. This can have a positive impact not 
just on the funding decision-making process and associated initial project 

costs (such as the initial Business Plan), but also throughout the lifecycle 

of the project (budget monitoring, cost statements, investor control).

In this context, a strong internal control environment becomes crucial to 

the smooth running and management of the subsidised projects.

Adrian Williamson

Innovation Funding 
Consultant
ABGI-UK

« Several tools are available to help 
businesses examine their environment, 
determine the level of inherent risk and 
build their internal controls. The best 
known of these is the COSO cube. This 
flexible tool lets you easily look at your 
whole organisation’s enterprise risk 
management model, then focus in on 
individual parts such as your internal 
control objectives, fields of activity, 
and scope. When you apply COSO to 
innovation funding, you’ll see:

• Objectives:  How the projects are  
 optimised for financing or how the  
 portfolio of projects aligns with your  
 company’s technological roadmap.

• Activity: Identification of potential  
 sources of finance or the sharing of  
 IP with third parties.

• Scope: The incubator lab or  
 industrial test centre.

The next step is to cross-reference these 
to identify which activities contribute 
to achieving the objectives. This is an 
essential first step. The second is to 
validate the associated risks and the  
last, to establish controls to address 
each type of risk. »

Focus ON

R&D TAX RELIEF 
Define appropriate indicators and 

implement reporting tools that allow you 

to constantly monitor the efficiency of your 
internal controls.

Clearly define the roles and responsibilities 
of stakeholders, not just within their own 

organisation but also when part of the new 

open, shared environment.

Secure the innovation environment while still 

allowing interaction between distinct systems 

that are often very different and can’t 
communicate directly.

Conduct a thorough analysis of the potential 

risks and associated risk management 

processes for an ecosystem that’s likely 

to generate higher levels and more varied 

types of risks.


